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E-FORMS ONBOARDING NEW
EMPLOYEE USER GUIDE



The following guide provides information for new employees using the South Carolina DHEC e-
Forms Onboarding application to complete New Employee paperwork. e-Forms Onboarding
allows new employees to complete their documents electronically, allows the onboarding
process activities to be tracked throughout the process for greater visibility, reduces errors and
duplication in completing paper documents, and retains security and confidentiality of
submitted information.

Password Management

Password Management

Change your passwaord

Click Manage to change your password. The following screen will be displayed:

= ‘?‘d_hec Onboarding

Set Password Password Policy
Please enter your current and new passwords The following are minimum standards for password creation
« Minimum Length - 8 characters
Current Password « Maximum Length - 14 characters

« Passwords must be unique
« Passwords must contain three of the following four types of characters
o Lowercase alpha. abcdefghikimnoparstuvwxyz
o Uppercase alpha' ABCDEFGHIJKLMNOPQRSTUVWXYZ
New Password o Numeric: 0123456789
o Special characters: 1@#8%"&"()(}{]
« Passwords are case sensitive
« The following rules apply to changes to passwords:
o Password history — Requires eight (8) unique passwords before an old password may be reused
o Passwords will expire after 90 days
o Minimum password age is 2 days (new accounts only)
« Account lockout threshold is set for three (3) attempts, so that 3 failed login attempts will lock the user account. The system will reset the account lockout
automatically after 1 day

« Passwords must be protected from disclosure 1o other persons by the following procedures.
Set Password
o Passwords will not be shared with anyone.

Verify Password

o Passwords will not be transmitted through email, through an instant messaging system, or revealed over the phone.

o Passwords will not be stored or maintained in obvious, unsecured places such as under the keyboard, on the monitor, under a desk calendar, in a
keyboard desk drawer, etc

o Passwords will not be written down and left in an unsecured area_If it is necessary to write passwords down, they must be maintained in a secure /
locked location

Enter your current password and your new password, then click Set Password. Once the
password has been changed, users will receive the following email, acknowledging that
the password has been changed:

NoReply@dhec.sc.gov
Fri 1/15/2021 %23 AM
To: OHR Onboarding Help

S.C. DHEC Onboarding Portal
The password for user account il @dhec.sc.gov was changed on 1/15/2021 at :23 AM.

If you did not change your password, please recover your account by clicking

Here

If you have any questions or issues, please email onboardinghelp@dhec.sc.gov


https://apps.dhec.sc.gov/Agency/OHRExternal



